Data Breach Process

Identify breach or potential
breach

Conclude investigation -

provide further information to
DPO/ICO

Take steps to mitigate the risk

Report to DPO without delay -
use the DPOCOMS dashboard
to log your data breach with
your DPO

Report the breach to the ICO,

if necessary this must be done

within 72 hours of discovering
the breach *

Log the breach on your records
- close the ticket on your

Liaise with relevant staff or
professionals to contain the
breach

Investigate the breach - your
DPO will lead on this

of the breach occurringin the DPOCOMS dashboard and the
future relevant log will be made

*not all data breaches are reportable to the ICO — your DPO will be able to advise you on this.

It may be necessary to notify the data subjects that are impacted by the breach; your DPO will be
able to advise on whether this is necessary and the best time to do this.

For software+ and ++ clients, please use the resources in the data breach section of the resource hub
to assist further.

* doocoMs
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